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1 Introduction

1.1 About this guide

This document describes the technical requirements, and different phases for installing Amadeus
Selling Platform 3.1 P1xx in a Windows Terminal Server or Citrix Metaframe environment

This is not a functional User Guide. Printing facility is not covered by this book, but by the Amadeus
Pro Printer installation guide.

Terminal services (TS) terms will be used to refer to Windows Terminal Server and Citrix Metaframe
environment.

1.2 Intended audience

The information in this manual is written for technical users. It is assumed that the reader has a good
knowledge of the Windows Terminal services or Citrix Metaframe/Presentation server.

2 Limitations and requirements

The following list of limitations and requirements is important to understand. They address Amadeus
Selling Platform 3.1. Any Terminal Services environment that would bypass these limitations will be
considered a custom proposal.

® Upgrade from Vista 2.1 is not supported.

® Windows Mandatory Profiles is not supported.

® Users must have access to save data in the Application Data folder in their Windows
profile.

® All users will have the same Amadeus Selling Platform version release, but they can
access different product options.

® Only one CID can be used to deploy/install the product(s). This is the Server CID.

® Pro Tempo will not work when Amadeus Selling Platform is installed on the same server.
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3 Technical requirements

3.1 Hardware requirements

Minimum supported

Processor Power

Pentium IV 2Ghz*

RAM

125 Mb per concurrent user + RAM for the server**

Hard disk space

150 MB for Amadeus Selling Platform files only

Video monitor

SVGA, 1024x768 resolution, 65535 (16-bits) colors

* or equivalent processor power
** depending on the server usage. Refer to Microsoft recommendations.

These are recommended specifications, which do not take into account any other application
that may run on the machine.

3.2

Server OS and browser requirements

Operation System

Windows 2000 Server SP4
Windows Server 2003 SP1

Internet browser

Internet Explorer 6.0 SP1
Interne Explorer 7.0

3.3 Server software and patches

Software Minimum version

MDAC 2.6

MS-XML 3.0 for Automatic Update (4.11 is installed by Amadeus Selling
Platform)

VB runtime Microsoft Visual Basic 5.0 runtime module

Automatic Update 2.5 P400

Microsoft Visual Basic Runtime

The runtime files are included in Internet Explorer since IE 5.0. The installation package can also be
downloaded from http://support.microsoft.com/default.aspx?kbid=180071

Ms-XML information

MSXML Parser 3.0 is the XML parser that is shipped with IE 6.0 and Windows XP.
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3.4 Network Access requirements

The requirements on the server side are the same as for a standard Amadeus Selling Platform
installation, but the bandwidth requirement should be multiplied by the number of simultaneous users.
On the client side the only requirement is to be able to connect to the server.

3.4.1 Internet
Front Office Browser—based IP Products
Mimimum Bandwith requirements by number of Users
. 1 2-4 5-10 11-25 26-50 > 50
Public Internet . . ) . . ;
terminal | terminals | terminals | terminals | terminals terminals
Amadeus Selling
Platform
Amadeus Selling | 56 kphps | 128 kbps | 192Kkbps | 256 kbps | 512 kbps | —pecification
Platform + other on demand
web applications
3.4.2 Intranet
Front Office Browser—based IP Products
Minimum Bandwidth requirements by number of Users
. 1 2-4 5-10 11-25 26-50 > 50
Private IP . . : . . )
terminal | terminals | terminals | terminals | terminals terminals
Amadeus Selling
Platform 56 kbps 56 kbps 64 kbps 64 kbps 128 kbps
Amadeus Selling Speglflcatu?jn
on deman
Platform +other | 5o | 128 kbps | 128 kbps | 256 kbps | 512 kbps
web applications

3.5 Windows Access Rights requirements

“Administrator” rights are required to register the server CID and install Automatic Update.

“Users” right are sufficient to register the users CID and to run Amadeus Selling Platform.
Users must have access to save changes in the Application Data folder in their Windows profile.

Note: the users must NOT have “Administrators” rights on the server.
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4 Installation

4.1 CID requirements

® One CID is required per user.
® One CID is required per server.

4.2 Installation steps

Double check the server and network requirements

Logon to the server with the administrator account

Verify that the server has not been installed with Amadeus Ferry or Amadeus Cruise (version
3.8 or above), in that case it may not be necessary to install the server and user certificates
again.

4. Register the server CID from the Security Gateway registration site (chapter 4.4). You must
use the administrator account through a local session on the server (do not use RDP). This
will install the server HWID as well as Automatic Update and Amadeus Selling Platform.
Repeat this step for each server.

Create and configure the user’s rights using the Computer Management tool (chapter 4.6).
Install Amadeus Scandinavia scripts and Amadeus diagnostic tool (chapter 4.8 and 4.9).
For each user account created, connect from a remote station, access the registration site
(chapter 4.10) and install the CID. This step will allow to create user bound virtual HWID
(instead of computer bound). This virtual HWID is stored in the user profile (user certificate
data store).

wn e

No o

4.3 Add trusted sites in Internet Explorer

Add the following sites to the Trusted Sites list in Internet Explorer.
Tools / Internet Options / Security / Trusted Sites

http://*.amadeusvista.com (for installation of Automatic Update cab file)
http://*.sca.amadeus.com (for installation of Script cab files)
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It is not necessary to install a server CID for Amadeus Selling Platform if Amadeus Ferry or Amadeus
Cruise (version 3.8 or above) is already installed on the server. Amadeus Scandinavia IT Support will
add Amadeus Selling Platform to the existing server and user certificates.

Connect through a local session (console) on the server, under the Administrator account, and go to

the registration site, http://certificates.amadeusvista.com/sgwadmin

AMADEUS

Your technology partnar

Welcome to Amadeus

Registration Site

H

Welcome to the Amadeus Registration Site

» Diagnostic Site

» Back

& 2006 Copyright Amadeus IT Group 54, All nights reserved under nabonal and invtemnsa bonal copyright lees.

OR

Amadeus CID:

Exampla; 123456788012

Amadeus Office ID:

Exampiac BTS2

Eriar youwr CI0 hare

Submit reques

Enter your CID and click on Submit Request. Automatic Update will be downloaded and install

Amadeus Selling Platform like a standard installation.

Repeat for each Amadeus Selling Platform server, each server has its own server CID.

Note that at the end of this step the following things have been performed:
1. HWID has been registered on the server and the associated certificate installed,
2. Amadeus sites (“*.amadeusvista.com”, “*.amadeusproweb.com”) have been added in the

Internet Explorer trusted sites zone.

3. The Amadeus root certificate (Amadeus Root CA) has been added into the Trusted Root

Certifications Authorities of the operating system.

4. The Amadeus intermediate certificate (Amadeus Subordinate CA1 or CA2) has been added
into the Intermediate Certification Authorities of the operating system.
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4.5 Amadeus Selling Platform download and installation

At the end of the registration, Automatic Update checks with Web Config to see if there is any product
to download according to your HWID, and downloads Amadeus Selling Platform 3.1 files. If Automatic
Update does not start to download, click the Check Updates button.

amadeus AUTOMATIC UPDATE 2.5P100_CO e .

Update I |farmaticn I

— Command—— ~ Downloading
WISTA 2.3P100 EM BASELIMNE PACKAGE FOR WESTERM EU [VistaZ 3P10

dMdDEUS G e\ @
Ml |Eumponent: +3C

File :

—————

@ Wt @ Chesk ® Download @Upda'e

© 2005 Copyright Amadeus Global Travel Diztrioution 5.4, - All rights rezerved

When all the files are downloaded, the installation can start.

Amadeus AUTOMATIC UPDATE 2.5P100_CO i ol
Update I Information |

—Command ———  Products

Amadeus Automabic Lpdate has detected the following
madification in your configuration.

Update VISTA 2 3P100 EN BASELINE PACKAGE FOF

Cancel updates | « | _"l

@ W it @ Eheok ® Dosmioad @Updale

© 2005 Copyright Amadeus Global Travel Distribution S 4. - Al nghts reserved

Click on Continue.
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Amadeus AUTOMATIC UPDATE 2.5P100 €O i |
Update | [r.fntmaliml
~Command | | Select path
The software has not been previously installed on this machne.
By default it will be installed in the directary path shown.
You may change the path f necessany. but it iz recommended to use the
default destination location.
dMaDEUS nstallation directary:
IE:\F’rcgan Files\Amadevs |
Cancel updates
@ 2005 Copyiight Amadeus Glabal Travel Distibution 5.4, - All rights reserved
Enter the installation directory and click on Continue.
Amadeus AUTOMATIC UPDATE 2.5P100 CO C .l
Update | Information |
~Command —— ~ Updating
@ WISTA 2. 3P100 EN BASELINE PACKAGE FOR WESTERM EU [Wista2 3F10
dMdADEUS i { ]
Cancel updates | |C ¥ SMLE
|Fi|a: resSec_Segments_Tour did
@ S/ it @ Cherl ® Ll emsrioad @Upﬂd!
@ 2005 Copynght Amadeus Global Travel Distibution 5.4, - All ights reserved
Amadeus AUTOMATIC UPDATE 2.5P100 CO n .

Update | Information | Suppert | Logs |

Command - End updates

The configuration for your machine is completed.
The following products have been updated:

VISTA 23F100 EMN BASELINE PACKAGE FOR WESTERM EU [Vista2 3F

dMADEUS

Cancel Lpdates

@ it @ Chect @ Dowrload @Update

@ 2005 Copwright Amadeus Global Travel Distribution 5.4, - Al nghts reserved

Click on OK. Amadeus Selling Platform 3.1 has been successfully installed.
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4.6 Configuring the server

This chapter must be performed on all Amadeus Selling Platform Terminal Servers.

4.6.1 Update Local Security Settings

For Windows 2000 SP4 Server and Windows 2003 Server the server local security policy must be

updated.

Launch the Microsoft Local Security Settings editor:

'ifii Local Security Settings

File Action View Help

=10] x|

= | Bam *xFE| @

@ Securiky Settings

-8 Account Policies

E@ Local Policies

- =8 sudit Policy

' User Rights Assignmenk
-C8 Security Options

|23 Public Key Palicies

|1 Software Restriction Policies

I Palicy  # I Security Setting
A-:-:ess this computer From the network,
Act as part of the operating svstem
ndd waorkstations ko domain

P.djust memary quokas for a process

nllow log on locally

Allow log on through Terminal Services

Everyone, Administr ...

LCAL SERVICE,ME. ..
Anonvmous, Adminis. ..
Adrrinistrators,Rem...

Back up files and directories
Bypass traverse checking

Administrators,Back. ..
Everyone, Administr ...

,g IP Security Policies on Local Computer

Change the system time Administrators,Pav.., .,
Create a pagefile Administratars
Create a token objec!

eate global objecks Adrministrato
Create permanent shared objects
Dehug pragrams Adrinistrators

Deny access ko this computer from the network.  SUPPORT_355545a0
Deny log on as a batch job
Deny log on as a service

&410eny loa on lacally

SUPPORT 3859454, j

Double click on the Create Global Objects policy:

il Create global objects Properties

Local Security Setting I

2|

:g%

Create global objects

|Administraters

Add Uszer or Group... Remove

’TI Cancel | Apply |

Add the Remote Desktop Users or Terminal Server Users local group into this policy through the
Add User or Group button.
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4.6.2 Configure Automatic Update

Open the Automatic Update window by clicking the Amadeus icon in the system tray.

Y 11:33

Press Ctrl+Shift+F1 to display the support tab

Amadeus Automatic Update 2.5P231C0

i~ CID management -

[ Update| £3 Information G Suppart | 445 Logs]

958515023326 ~ Select type-
" Deployment
™+ Test

Set special CID

Fefresh list

Deployment CID

[ - Mane

Test CID :
958515023326

Remave

i~ Mebwork management —

Server: \amadeusvista.com

Canfigure web server

Canfigure proxy

Click on the server CID under CID management.

Click on Test under Select type.
Click on Set Special CID.

4.6.3 Delete the old type certificate

Go to http://certificates.amadeusvista.com/certificateinfo

Depending on your Internet Explorer security settings, the following warning may be displayed:

-

Internet Explorer - Security Warning

=,

Do you want to install this software?

Mame: CCCert_Info.CAB
Publisher: amadeus sign in certificate

Mare options

Inskall

| [ Don't Inskall

While Files From the Internet can be useful, this File bvpe can potentially harm
vour compuker, Only install software From publishers wau trosk, What's the risk?

Click on Install to allow the Certificateinfo CAB file to be installed.
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|II'---..II !
. o d
G T
N J
;3 ) |
: Certificates on your machine
! PRODUCTION CERTIFICATES
_ Type _ Atid Officeld . cid _ Authority "ll.']:'p:
'_I% S - 4505 oo s CrSL A A0880 g 0.0 PROD SUB &Y
W T - SECURITY GATEWAY CREDENTIALS -
| Type: | Hisid Aty
__H! SG - WD 227634 PROD SUB C&1
To downboad & certificate, click on Tollowing link : Czriificats Download VebSte

P | o 1T a
(lerfnfrcates

Products

Delete the old certificate type (SG-4505) with the Delete button, this certificate is not needed.

4.7 Install Amadeus Scandinavia Scripts

Launch Amadeus Selling Platform once when logged on as administrator to install Amadeus
Scandinavia Scripts. The scripts are downloaded and installed as CAB files. You may be presented

with a warning, depending on your Internet Explorer security settings.

Amadeus Showcasebxe YO6W20B1 - Security Warning

-,

Do you want to install this software?

More options

Mame: cabFQP.CAB

Publisher: Amadeus Scandinavia

Install

] E-_P_‘nn't Install |

While files from the Internet can be useful, this file type can potentially harm

your computer, Only install software fram publishers you trust, What's the risk?

Click Install to allow the CAB file to be installed, repeat for every script.

Script files (EXE, DLL and INI files) will be installed in the x:\Windows\System32 folder. Users need

Read and Write access to the following INI files:
PNRCheck.ini

PTA.ini or PTA_CT.ini
SMART_PTA.ini

MPDPrint.ini

UESConfig.ini

Custom made scripts could contain other INI files not listed here.
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4.8 Install Diagnostic component

This component is necessary for the users to be able to run the diagnostic tool. It is also the only way
to clean up failed user CID registrations, without giving the user access to Registry Editor and
Windows Management Console (mmc).

Launch the Diagnostic site (http://diagnostic.amadeus.com/travelagencies) once when logged in as
administrator to install the Diagnostic CAB file.

You may be presented with a warning, depending on your Internet Explorer security settings.

i o

Internet Explorer - Security Warning

Do you want to install this software?
Marme: [05_Diagnoskic, CAE
Publisher: amadeus sign in certificate

Mare opkions | Install | [ Don't Install

YWhile Files From the Internet can be useful, this file type can potentially harm
wour computer, Only install software from publishers you trust, What's the risk?

Click Install to allow the Diagnostic CAB file to be installed.
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4.9 User CID registration

It is not necessary to install user CIDs for Amadeus Selling Platform if Amadeus Ferry is already
installed on the server. Amadeus Scandinavia IT Support will add Amadeus Selling Platform to the

existing server and user certificates.

Connect through a remote session to the server, logged under the user account, and go to the

registration site, http://certificates.amadeusvista.com/sgwadmin .

Welcome to Amadeus

dMADEUS

Your technology partner

Registration Site

H

Welcome to the Amadeus Registration Site

» Diagnostic Site

Amadeus ATID:
Example: 581A038F
» Back Amadeus Office 1D:

Exampls: BA1EZTY

OR

Amadeus CID:

Example; 123456788012

Amadeus Office 1D:

Exampla; WIAT52 1Y

Enfer your CID hare

& 2006 Copyright Amadeus IT Group 54, All nghts reserved under nabional and intemabional copyright laws.

Enter your CID and Office-ID and click on Submit Request. Automatic Update will be downloaded

and install Amadeus Selling Platform like a standard installation.

Note that at the end of this step the following tasks have been performed:
1. Avirtual HWID has been registered in the user profile, and a certificate has been installed,
2. Amadeus sites (“*.amadeusvista.com”, “*.amadeusproweb.com”) have been added in the

Internet Explorer trusted sites zone.

3. The Amadeus root certificate (Amadeus Root CA) has been added into the Trusted Root

Certifications Authorities,

4. The Amadeus intermediate certificate (Amadeus Subordinate CA1 or CA2) has been added

into the Intermediate Certification Authorities.

4.10 Desktop/Application publishing

4.10.1 Terminal Server

For Microsoft Terminal Server usage, it is mandatory to have only one session per user. If the same
ATID is used by different users at the same time it could result with unpredictable Amadeus Selling
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Platform behaviour. We recommend using the CConnect.exe tool from Microsoft to re-enforce this
policy.

4.10.2 Citrix Metaframe/Presentation Server

If using Citrix Metaframe, Amadeus Selling Platform 3.1 can be published through desktop or as a
standalone application.

For a stand alone application, use a command line such as [C:\Program Files\Internet
ExploreNIEXPLORE.EXE" http://amadeusvista.com”].

® The recommended session window size is 1024x768 or higher.

® The Application or Connection Limit should be set to one instance per user.
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5 Starting Amadeus Selling Platform

Once the installation has been done, Amadeus Selling Platform can be launched through a user
remote session as usual.

Example with Terminal server:

1. Connect to the server desktop through the remote client software
2. Launch Amadeus Selling Platform through the usual URLSs:

® Internet: http://amadeusvista.com

® Intranet: http://1a.amadeusvista.com

Welcome to Amadeus
%ﬂﬁgﬁﬂs Selling Platform

Home P

B Welcome to Amadeys | SELLING PLATFORM 3.1P120 EN (SCANDINAYIL)
Sellng Platform

» Registration Site Internet Explorer 7
» Upgrade

information The Amadeus Seling platfarm version installed on vour deskkop is compatible with Microsoft Internet Explorer release 7.
w Other Amadeus This messaqge is For information anly, shaould wou wish o upgrade vour Internet Explarer,

Products

Welcome to Amadeus Selling Platform (Vista)...

s Launch Amadeus ... the first universal browser-based point of sale solution designed to
Selling Platform help you sell faster, sell smarter and sell more!

amadeus Seling Platform (Wista) offers vou a Fully graphical interface to the Amadeus system making it easier for you to
sell travel, increase vour productivity and focus on delivering great customer service,
Designed using the latest web technology, the intuitive graphical interface enables both new and expert users ko make

the most out of the Amadeus system,

All rights reserved under national and international copyright laws.

To access the application, click on “Launch Amadeus Selling Platform” and the Amadeus Selling
Platform Sign-in screen will be displayed.

To go directly to the Sign-in screen without clicking on he front page, add ‘“?BYPASS=Y" to the
Amadeus Selling Platform URL. Example: http://amadeusvista.com/?BYPASS=Y. This option will open
a blank welcome page in the background, closing it will not affect Amadeus Selling Platform in any
way.
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6 Uninstalling Amadeus Selling Platform

6.1 Uninstallation steps
1. Remove Amadeus Selling Platform software
2. Remove Automatic Update (if no more Amadeus products are used)
3. Remove certificate (if no more Amadeus products are used)

4. Remove the Hardware ID

6.2 Removing Amadeus Selling Platform files

Removal of Amadeus Selling Platform is configured in Web Config by Amadeus Scandinavia. The
next time Automatic Update checks the configuration, Amadeus Selling Platform will be removed from
the computer (To speed up the removing process, press the Check Update button in the Auto Update
GUL)

6.3 Removing Automatic Update

If no more Amadeus FOS products are needed on the computer (and have been uninstalled),
Automatic Update can be removed.

Open Windows Explorer, go to “C:\Windows\Downloaded Program Files”, right-click on Amadeus
Automatic Update and select Remove.

6.4 Removing Certificates

If installed, Amadeus certificates (protecting the CID or HWID) can be removed from the computer
using the Windows Management Console (mmc). This should be done for local machine certificates
and all user certificates.

It is not recommended to remove the certificates until all Amadeus Products are removed.
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6.5 Removing the HWID

Go to http://diagnostic.amadeus.com/travelagencies/

dMAaDEUS
Diagnostic 7
site

Yersion 2.5 P200 Diagnostic | Tools | Help | Links

Access Level Security Gateway & Certificate
Travel Agent
Handle traces Description: This tool allows wou to activate or deactivate
» Change access level the Security Gateway client traces, .,
» Automatic Update & Certificate Handling Description: This page contains toals far managing

Web Config
b Security Gateway &
Certificate

+ Showcase/Yiewer Security Gateway Dump Description: This tool displays information sbout hardware
Cache : 10 and certificate ID

Certificates installed on this maching,

Click on Tools

Click on Security Gateway & Certificate
Click on Certificate Handling

Click on Credential Clean Up

dMaDEUS
Diagnostic {{
site _

Yersion 2.5 P200 Diagnostic | Tools | Help | Links

Access Level Security Gateway & Certificate = Certificate Handling = Credential Clean Up>
Travel Agent

HWID

Select the type of Hwid to erase:

- Undate & , , , -
\;el;“é'gﬂ'f‘i‘;t" jecatel Do you wish to erase the Hwid Encryption? | YES [v/

» Security Gateway & [
Certificate

+ Change access level

Erase Hwid Encryption(s) I

» Showcase;Yiewer
Cache [ Erase Old and useless Hwid Encryption(s) I

SG Registry key (SKernel)
Select the type of 5G Registry key to erase: |8

[ Erase All SG Registry keys I

Click on Erase HWID encryptions(s)

Click on Erase old and useless HWID encryptions(s)

Select the type of SG Registry Key to erase:
® ALL will remove any available Server HWID or User HWID.
® Local Machine will only remove the server HWID.
® Current User will only remove the User HWID.

Click the Erase ... Registry Keys button.
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7 Troubleshooting

7.1 WCGO0O01 error

Usually occurs when users are launching Amadeus Selling Platform.

General:  Amadeus ¥ista is not correctly configured for your WICG001
[computer; a parameteris missing.

'Please contact your help-desk.

=

Check that the Automatic Update service is running.

2. Check the Local Security settings in chapter 4.6.1. Try to add Everyone in the Create Global
Objects policy as a test.

3. Contact Amadeus Scandinavia IT Support.

7.2 NG_1110 error

Usually occurs when users are launching Amadeus Selling Platform.

General.  There has been an error while validating your client  MNG_1110
cerificate on the Vista Server.
Ifthis continues to happen please contact your help
desk

Install Amadeus Root CA and Certificate Authorities from
http://certificates.amadeusvista.com/authorities when logged on as the user.
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7.3 SG 5117 error

Usually occurs when users are launching Amadeus Selling Platform.

?General: The attemptto connectto the Amadeus system has |SG_5117
failed
Pleage contact your help desk.

Run a diagnostic on http://diagnostic.amadeus.com/travelagencies when logged on as the user. Press
the Send button when the diagnostic is done.
Contact Amadeus Scandinavia IT Support.

7.4 SG 9015 error

Usually occurs when users are launching Amadeus Selling Platform.

General: |The atternptto connect to the Amadeus system has | SG_2015
Talled
Please contactyour help desk.

Contact Amadeus Scandinavia IT Support.

7.5 CID marked as Inactive

Occurs when user tries to install a CID.

The provided CID is not marked as 'Tnactive' in the EUM database.

( Close |

CID is already installed.
Contact Amadeus Scandinavia IT Support to change the CID status.
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